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Secure Multi-Party Computation (MPC)
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R(person, year, disease) S(person, cost, rate)

SELEQT disease, SU St*rate)

FROMR, S

WHERE R.person = S.person AND R.year = 2023
GROUP BY disease
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Secure Multi-Party Computation (MPC)

Compute f (x1,x2, ", x:) = (y1,)2, ", ¥») via Interaction
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Input: x.
Output: y.
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Secure Multi-Party Computation (MPC)
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> ILA HMPC-SQL# £ 2 tb B it H 1% 1000+42
> SMCOQL _L #4735 % 2004 /L2869 & 14 35 5 2100047
> IA TAF £ 2B RS 2 AR KA A 2 RABZ 9 R R HF
> Conclave(2019): 1R #1269 % =7
> Scape(2022): & # & Join 18] £ R &9 K]
> Shrinkwrap(2018): i@ iT £ o faFafkdr o 8] 25 R AL, 12.Q(n?)F 4
> Secure Yannakakis(2021): X & & 4% & £ & &4



Approximate Query Processing (AQP)

SELECT disease, SUM(cost*rate)

FROMR, S
WHERE R.person = S.person AND R.year = 2023

' " ] w3 1
GROUP BY disease ESHHT, sSAHAGRBHRELILT

SELECT disease, SUM(cost * rate)
FROM SAMPLE OF

SELECT disease, cost*rate

FROMR, S

WHERE R.person = S.person AND R.year = 2023
GROUP BY disease

B TMPCH L8y & IF 44, A TMPCHAQPHE K
LA TR CAIAQPHR R A 23289 F K.



Approximate Query Processing (AQP)

> SAQE(2020): & AMPC-AQP % %
> B F=i@ A2 s A3 A 0(nlogn), Tt RKAFHsH %)
> iH & HAERFHEZR QM)W R TR
> AL RGfE & 77 % Batch Sampling (34t 22+ %34 3 #)
> A hn/stark 5 KA, AFEsAF R
> i AR R B — AR
> G, RESANEAREZ0(s)I
> 3T HREMHERBHHZNEL

> S Hsts = 1,2, 4, ...,g,nﬁmi—\#ﬁﬁ W38 B BtA

» R i TWR sampling#=Shuffle sampling
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» Uniform Random Number Generator
> URNG(x) &£ A& {1, ..., x} ¥ a9 K Lk

» Sorting
> Bitonic sorter: 0(nlog®n)-size, 0(log?n)-depth (A& H)
> AKS network: O(nlogn)-size, O0(logn)-depth, 2% # E X

» Prefix-sum
> BIN(X1, X0, e, X)), FTH (1,01 D xy, 0, %, D x, DD x;)
> Segmented prefix-sum: 48 & T &, SN K%K 4e
> E @I AT K K ey AT, R (segmented) prefix-sum =T 4%
0(n)-size, O(logn)-depth&y & 3% AT
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» Compaction
> N F70(3,1,2,7,54,6)F#75(0,0,1,1,0,1,0)
> Hrdi: (2,7,4,3,1,5,6)
» 0(nlogn)-size, O(logn)-depth

» EXxpansion
> #ﬁ}\: (Xl, X9, ...,Xn), (dli dz, e d‘l’l)

> (X4, ey X1, X2y ey Xy vy Xy ees X))
Cil Ciz dYTl
» 0(mlogm)-size, O0(logm)-depth, E+m =Y",d;
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» Primary Key Join

> I N: XAR(x,v),S(y,z), EFyaLRe T4

> RS ={(x,v,2)|(x,y) ERA(y,2z) €5}
> 0(nlog“n)-size, 0(log?n)-depth

Methods Independence | Sampling error | Privacy amplification | Circuit depth Circuit size
Shuffle sampling No O (% : \/%) (e,0)* O(log® n) O(nlog® n)
P * -
WR sampling Yes @) (%) (% ‘€, O(:—j : e)) O(log® n) O(nlog” n)
WoR sampling Yes O (% - \/?) (2 -4 0)' O(log®nlog o) | O(nlog® nlog o)
B
Stratified sampling Yes @) ( \,/lk_, - d’;lk') (Z—i ‘€, O) O(log® nlog o) | O(nlog® nlog o)

*Shuffle sampling provides no privacy amplification;

*WR sampling has ¢ = log((1 - (1 - 1)) - (ef-1)+1) ~s/n-eand & < T3_ (5) (%)k (1-

TWoR sampling has ¢’ =log(s/n - (e — 1) + 1) = s/n - € and keeps pure-DP;

1
n

*Each stratum, which takes k; WoR samples from d; data, has the same sampling error and privacy amplification as WoR sampling.



Shuffle Sampling

» Shuffle Sampling
> BN (Xq, X9, 0 Xp)
> NEHENTEER—NRB KGRI, £HLE—
> BRA RR(x,e) = {(x;,; URNG(N))|1 < i < n)
> FFR¥% B tkeHE /T
> B ER. x5 7
> SHEAF R R AR AL . 0(nlog?n)-size, 0(log?n)-depth



WR Sampling

» WR Sampling
> N (X1, Xy, o Xp)
> &R(x,eid) = {(x;,)|1 <i <n}
> 4S(eid,sid) = {(URNG(n),[i/sD|1 <i < n})
»T<RXS
> XTT#: /& Heid HE
> R ET. x5 7
> WAL 0(nlog?n)-size, 0(log*n)-depth



WoR Sampling

Floyd’s Algorithm
» Forn—s<b<n:
> fahlita € {1,2, ..., b}
> Fa€S: S« SuU{a}
» HZa€S: S« SuU{b}
> & ES

B : SASTTE P RAEIN
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. b=4,a=2S=1{2)
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. b=5a=45={24)
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. S =1{245)
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> I T EPAT R A A R AT

> K — v R F T2 T AR EGV,E)
>V =1{1.23,..,n}
> EHEX—F®R®Ta,b, VW(ab)€E

s k. L

The original graph G with edges E = {(8, 13), (12, 14), (8, 15), (1, 16), (8, 17), (4, 18), (18, 19), (15, 20) }.
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> IR AED A k J

> E G520 (a, by),(aby), .., (ab,) EE
> &% (a,by), ..., (a,by)
> i5hm B 3R (by, by), .., (by, by)
> AR 5y il i 3R 5K L

e e

The reduced graph G’ of G, where the edges (8, 15) and (8, 17) are replaced by the self-loops
(marked in red) (15, 15) and (17, 17), respectively.
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The reduced graph G’ of G, where the edges (8, 15) and (8, 17) are replaced by the self-loops
(marked in red) (15, 15) and (17, 17), respectively.
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Pointer Jumping

Pointer Jumplin

> Repeat h times CO—O—O—O—0O

» Foreach (a,b),(b,c) €EE

> E« E\{(b,0)) m

» E < EU{(ac)}
> hZ % A 0(logs) @
> =& 40 (loglogn)
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Stratified Sampling

> MR Z B A gAS &
> Fi(1<i<g)EsgKIAd;
> FIECRFER ALk,
> AR (ky, ..., ky) 877 ik
> Individualized sample sizes: k; = F(i,d;), 4=k; = d; %
» Threshold policy: k; = max(k,d;)
> EF, kR#HRY max(k,d) < sR KAk
> & (dy,dy, ..., dy) BT HE T ERBERY, THEE



Individualized sample sizes

> frN: R(eid, gid)
> XFR¥% /& M gidHE T

> (dy, ...,d,) <3 (1,1, ..., 1) ¥AR. gid 73 5 B 09 7] % Am
> (dy, ..., dy) < (dy, ..., dp) AR B E A0 RG — MBI E 25

> >Rt A (k1, _,_,kg) — (F(l, d,), ...,F(g, dg))

» B (dy, .., dy), (ke .o ky)

v RN
d 1 1 2 3 1 2 1

d’ 1 3 2 1 null  null



Threshold Policy

> B (dy, ..., dy)

> 3t (dy, ..., dg) BT B HEF

> Lty —di-g

> S F2<i<g, 4ti—ti,+(d;—di_1) - (g—j+1)
> | < Es >t KAl

» Z®k < [(s—t)/(9g—DIl+d
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Summary

Index Income Nation Strata size (d) | Sample size (k) gid D K P 0
(X) (gid) 1 1 1 1 1 0 1
1 20,0‘00 Canada — 4 2 — 2 4 2 1 1
. Compute E j
2 5,000 China strata and 6 2 [:Eo:iﬁ; 2 4 2 1 2
. sample size 9 line 1-7)
3 12,000 | China i 1 1 3 6 2 5 1
4 3,500 China 1L 1L 3 6 2 5 2
5 100,000 China
6 10,000 USA S a b a b
7 13,000 USA 1 —_— 1 1 —_— 1 1
Get sample Compute Generate
8 7’000 USA 4 indices (line 3 4 reduced graph, 3 4 random
17-25) execute pointer edges F
9 350’000 USA 3 3 > jumping, and 4 > (line 8-12)
10 70,000 USA 9 9 | 10 | e 9 | 10
11 31,000 USA 11 11 11 9 11
Methods Independence | Sampling error | Privacy amplification | Circuit depth Circuit size
Shuffle sampling No O (% ?) (&,0)* O(log® n) O(nlog? n)
, * :
WR sampling Yes @) (\%) (i C €, O(;—j : .5)) O(log® n) O(nlog” n)
oR samplin es —= -4/ 2 5.¢60) og“nlogo nlog®nlogo
WoR sampling Y O\}; s 2 0)’ O(log® nlog o) | O(nlog® nlog o)
3
Stratified sampling Yes 0] ( \/lk_ : %) (% - €, 0) O(log®nlog o) | O(nlog? nlog o)




